
Week 2: Cybersecurity in the Workplace is Everyone’s Business 
 

Click on the 

image to watch 

a video about 

Multi-Factor 

Authentication 

As recent major cybersecurity incidents have shown, cyber criminals often rely on human error – like failing to install soft-

ware patches, clicking on malicious links, and creating easy-to-guess passwords – to gain access to systems and infor-

mation. Every one of us – from senior leadership to the newest employees – is responsible for keeping our organization’s 

information and systems secure. That’s why strong cybersecurity practices are so important.  

Cybersecurity isn’t just the job of the IT department. Many of our jobs require the Internet, and anyone with access to our 

network is a potential point of vulnerability. Cyber criminals are becoming ever more advanced, and we must be vigilant 

to protect our data and systems from cyber threats.  

October is National Cyber Security Awareness Month (NCSAM) and a good time to remind ourselves to be safe online. Be-
low are simple steps you can take to be more cyber secure at work and at home: 

Has your organization been affected by a cyber incident? Need Help? 

To report your cyber incident and to access other resources contact: 

dps.cyberhelp@vermont.gov Or call: 802.872.6184 

 

Be part of #CyberAware Month this October. 

Get involved in discussions on Social Media 

using the hashtag #CyberAware 

Click on the image to  learn 

more about vulnerabilities 

that can affect you at home 

and in the workplace 

 When in doubt, throw it out. Stop and think before you open 

attachments or click links in emails. Links in email, instant mes-

sage, and online posts are often the way cybercriminals compro-

mise your computer. If it looks suspicious, it’s best to delete it.  

 Back it up. Make electronic and physical back-ups or copies of all 

your important work. Data can be lost in many ways including 

computer malfunctions, malware, theft, viruses, and accidental 

deletion.  
Guard your devices. In order to prevent theft and unauthorized 

access, never leave your laptop or mobile device unattended in a 

public place and lock your devices when they are not in use.  
Secure your accounts. Use passwords that are at least eight char-

acters long and a mix of letters, numbers, and characters. Do not 

share any of your usernames or passwords with anyone. When 

available, turn on stronger authentication for an added layer of 

security, beyond the password.  
Report anything suspicious. If you experience any unusual prob-

lems with your computer or device, report it to your IT Depart-

ment.  
 

Click here to read more information on how you can apply  

these simple steps. 

https://youtu.be/B6BOSffsOCg
https://youtu.be/Wi2xbvFlwo4
https://www.dhs.gov/sites/default/files/publications/Week2TipCard-%20508%20compliant.pdf

